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1.Introduction to the Remote Access Page

The Technology group is pleased to announce the availability of a secure and easy to
use remote access solution. Using this new address, http://remote.allianzgi-us.com,
you will have access to all of these services from a single web page:

Outlook Web Access (OWA)
This is a web version of Microsoft Outlook, which allows you to manage your email,
calendar, tasks, personal folders, etc.

Generic Desktop/Published Applications
This is the “NB Desktop Session”, “NY Desktop Session” and Citrix published
applications

Workstation Access

This solution will allow you to access your Allianz Global Investors workstation and all of
your applications from a Windows based, Internet enabled computer. This service
costs $100 per year. To use this service you will need to use special security. To get
setup, get approval from your manger for the annual charge and then simply call the
Help Desk.

Quick Links
This is a consolidated list of helpful Allianz Global Investors external links,
like PeopleSoft, Schwabplan, Wageworks, Aetna, etc.
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2.0verview of Outlook Web Access

Outlook Web Access allows all personnel to access their corporate email account
via a web browser.

Outlook Web is very close in features and functionality to Microsoft Office
Outlook 2003.

Using Outlook Web

In your web browser enter the following address:
http://remote.allianzgi-us.com/

Click on the ~ Qutlook Web button
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You will then be taken to the Outlook Web Access login page.

l Use Outlock Web Access Light

Domain\user name: [Badids| il

@ Connected to Microsoft Exchange
B 2007 Microsoft-Garporation, Al rights reserved,

This is a public or shared computer.
0 Select this option if you use Outlook Web Access on a public computer.
Be sure to log off when you have finished using Outlook Web Access and
close all windows to end your session.

This is a private computer.
0 Select this option if you are the only person who uses this computer. Your
server will allow a longer period of inactivity before logging you off.

Use Outlook Web Access Light.

o The Light client provides fewer features and is sometimes faster. Use the
Light client if you are on a slow connection or using a computer with
unusually strict browser security settings. If you are using a browser other
than Internet Explorer, you can only use the Light client.

Domain\user name:
o Enter “1corp\username”, where “1corp” is the domain name and
“username” is the login you use for your AGI computer or email
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Password:
o Enter the password you use to login to your computer or your AGI email

After entering your user ID and password, click “Log On”

On your first log in you will be asked to specify your time zone. Be sure to set
your current time zone so that your emails have the correct time on them:

Language: English (United States)

Current time zone:

{GMT-08;00) Pacific Time {3 & Canada)
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A web-based version of Microsoft Outlook will appear.
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3. Overview of Generic Desktop Access

Generic Desktop Access allows you to gain access to the Intranet, your files stored
on the network and the Microsoft Office suite of applications (Word, Power Point,
Excel and Outlook) all from a desktop environment that is similar to the one you use
at work.

Using Generic Desktop Access

In your web browser enter the following address:
http://remote.allianzgi-us.com/

Click on the| Gepecicleskiop |button
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You will then be brought to the welcome screen. If the computer you are
using has not previously connected to our Citrix/MetaFrame environment
your login screen will have an alert & in the Message Center.

Follow the instructions in the alert to install the Citrix/MetaFrame client as
shown below:

A MetaFrame Presentation Server Log In - Microsoft Internet Explorer

e Edt Ve Favortes Tooks Help
Qe - () |ﬂ 2] @D Oseacn Sz rawes £2) Y LB @ b5 3
Addr dam-us, com/Ci letaF

Allianz @) Web Interface &

Global Investors for MetaFrame® Presentation Server

| Login 0 | Welcome
Gariding: Please log in
‘.‘ ‘ To log in to MetaFrame Presentation Server, enter the credentials required, and then click Log In.
Password: ” _
—_— If you do not know yeur log in information, please contact your help desk or system administrator.
\ Advances d Options >>> Message Center

{M The Message Center displays any information or error messages that may occur.
) You do not have the MetaFrame Presentation Server Client (ActiveX) for 32-bit Windows installed
& ) on your system. You must install the client to launch applications.

Select the icon below to install the client.

2 MetaFrame Presentation Server Client for 32-bit Windows

Other clients are available from the Citrix client download site

B # ntemet

(22

Once the Citrix/MetaFrame client has been installed you will be prompted
to restart your internet browser. The next time you access the Generic
Desktop access page, you will get the normal welcome screen.
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Enter the User name and Password you use when logging in to your
workstation

A MetaF rame Presentation Server Log In - Microsoft Internet Explorer
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! Log in Q ! Welcome
User name: Please log in
L Il log in to MetaFrame Presentation Server, enter the credentials required, and then click Log In.

Password:

: If you do not know your log in information, please contact your help desk or system administrator.

Advanced Options >>> |

Message Center

l Log In

The Message Center displays any information or error messages that may oceur.

&) Done 3 @ ntermet

Click on the button. You will then see the following screen:
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Depending on your location, select the appropriate Desktop Session icon.
This example uses NY, but the process is the same for the other offices.

NY
Desktop
Click on Session  NY Desktop Session icon
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During the connection to your remote workstation, you will see several
screens flash by including the following:

This is normal and indicates you are connecting to your desktop session.
You will then be presented with the following screen
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From this “generic” desktop you can access the internet, the intranet,
other network resources and the Microsoft Office applications.

Note: If you are working on any documents and you need to save the
information, be sure to save it to one of the network drives.

When you are finished you can end the session by clicking the “X” in the
upper right corner of the screen.
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4.0verview of Remote Desktop Access

With Remote Desktop Access you will be able to access your office workstation via
the Internet from anywhere.

You will be able to access your desktop and see all of your applications, documents,
drive mappings and shortcuts just as if you were sitting at your desk.

Minimum Requirements:

Windows 98 or newer

Internet Explorer 6.0 with service pack 1 or above

Internet Access (Cable, DSL or other High-speed Connection)
RSA SecurID key fob as shown below:

O o0ooo
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5.Getting Started with Remote Desktop Access

In order for us to provide you with secure access to your desktop we must use two-
factor authentication.

Two-factor authentication is based on something you know (a password or PIN) and
something you have on an authenticator (RSA SecurlD key fob)—providing a much
more reliable level of user authentication than reusable passwords.

Obtaining your RSA SecurlD Key Fob
With approval from your manger, contact the Help Desk and request Remote

Desktop Access. There is an annual charge of $100 per client for this service.

Establishing your PIN
This procedure will help you create a PIN to be used for authenticating to the
Remote Access portal.

In your web browser enter the following address:
http://remote.allianzgi-us.com/

Click on the button.
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You will then be brought to the Welcome Screen:

Enter the information as outlined below:

User name - Enter your network login ID.

Password - Enter your network password.

PASSCODE: Enter the 6 numbers showing on the front of the
keyfob provided to you by the Help Desk.

Click on the button.
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You will then be prompted to set a Passcode for your keyfob:

Enter your new PIN in each field. PLEASE NOTE: Your PIN must be
between 4 and 8 characters and can be alpha, numeric, or any
combination of either. Click “OK”. You will NOT be required to change
this PIN — it is like your bank ATM PIN.

After your PIN has been created you will be returned to the Welcome
Screen.
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Take notice of the alert in the Message Center:

At this point you are ready to use the Remote Access portal.
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Logging into the Remote Desktop

In your web browser enter the following address:
http://remote.allianzgi-us.com/

Click on the icon.
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You will then be brought to the Remote Access login screen:

Username — Enter your network login ID.

Password — Enter your network password.

Passcode — Enter your PIN number and the six digit code that shows up on
the keyfob.
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After logging in you will be brought to the Remote Access Portal home page:

- Welcome Section
o This section lists the computer information you will need to setup your
remote desktop sessions.

- Terminal Sessions
o This section is where you launch your remote desktop sessions.

- Web Bookmarks
o In this section you can reset your network password and access
specialized applications that have been published for remote access.
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Setting up a Terminal Session

Setting up a Terminal Session allows you create a link to your remote desktop
session without having to reconfigure your settings every time you connect to
your workstation.

In the Welcome section of the Remote Access Portal home page you will see
the name of your workstation in the office. Make a note of this name since it is
needed to configure and save a terminal session.

O

In the Terminal Sessions section of the Remote Access Portal home page,
click on the computer button in the upper right hand corner of the section.

AN

You will be brought to the Add a Terminal Services Session home page.
Perform the following configurations for each section:
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Terminal Services Session:

Enter the following information in the top section

Session Type — Select Windows Terminal Services

Bookmark Name — This will be the name that appears for the bookmark on the
portal page. Choose something that best describes the connection such as your
machine name.

Description — Leave blank.

Settings:

Enter the following information in the Settings section

Host — Enter your machine name using the complete name. This would be of
the following format.

<machine name>.1corp.org
Example: w-sf-abc-6y74r.1corp.org
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Client Port — Leave blank

Server Port — Leave blank

Screen Size — Choose Full Screen or your preferred size. Full Screen is
suggested.

Color Depth — Select 32-bit

Enter your username in the Username field.
Leave the rest of the settings in this section blank.

Connect Devices:

Select the setting to Bring sound to the local computer.

Display Settings:

Check in all settings in the Display Settings section.
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Add Terminal Services Session:

Click Add to save your Terminal Session settings.

N
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How to Remotely Connect to your Workstation

After adding your terminal session, you will be returned to the Remote Access Portal
home page. In the Terminal Sessions section, you will now see a link to your saved
session.

Click on the terminal session link to connect to your workstation.
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- Your browser will prompt you to install an ActiveX control. Click the following on

all prompts to install the ActiveX control.

™~
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- After the ActiveX installation is complete, you will be brought to your remote
desktop login screen. Enter your 1corp network password and click “OK” to
login.
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