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1.Introduction to the Remote Access Page

The Technology group is pleased to announce the availability of a secure and easy to
use remote access solution. Using this new address, http://remote.allianzgi-us.com,
you will have access to all of these services from a single web page:

Outlook Web Access (OWA)
This is a web version of Microsoft Outlook, which allows you to manage your email,
calendar, tasks, personal folders, etc.

RemoteAccess

This solution will allow you to access your Allianz Global Investors workstation and all of
your applications from a Windows based, Internet enabled computer.

To use this service you will need to use special security. To get setup, get approval
from your manger for the annual charge and then simply call the Help Desk.

Quick Links

This is a consolidated list of helpful Allianz Global Investors external links,
like PeopleSoft, Schwabplan, Wageworks, Aetna, etc.

Allianz ()

QUICK LINKS e

Employee Remote Acccess

Allianz Global Tnvestors Emplays
ffer twa types of remote
e. (User Guide)

Outlook Web Remote Access
>Login Required >Login and SecurID required

1 What are the requirements for remotely accessing my desktop?

# What Gitrix client version does the system require?

# Dolneedto make any changes in my home firewall?

5 How secure is the connection?

5 Can | use Windows Vista or Windows 7 to access my desktop?

# Canluse myMacto access my deskiop?

4 Canluse "Your Desktop® to access my laptop?

% Whatdo | doifl getan IE7 or IEB Security Warning?

# Scheduled Maintenance: Remote Access and Email may not be available on
Sundays

Having Trouble Logging On or Have Qu
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2.0verview of Outlook Web Access

Outlook Web Access allows all personnel to access their corporate email account
via a web browser.

Outlook Web is very close in features and functionality to the Microsoft Outlook
application you use in the office.

Using Outlook Web

In your web browser enter the following address:
http://remote.allianzgi-us.com/

Outlook Web | button

Click on the

Allianz ()

QUICK LINKS

AGI Li
Benefi
HR Sel
Payroll Workcenter

esting Manager
bsite

Outlook Web

Remote Access

>Login Required

=Login and SecurID required

sundays

Remote Access FAQ

+ What are the requirements for remotely accessing my desktop?
# What Citrix client version does the system require?

# Dol needto make any changes in my home firewall?

+ How secure is the connection?

# Canluse Windows Vista or Windows 7 to access my deskiop?

+ Canluse myMacto access my deskiop?

# Canluse "Your Desktop" to access my laptop?

+ Whatdo | doif| getan IE7 or IEB Security Waming?

+ Scheduled Maintenance: Remote Access and Emall may not be available on

Having Trouble Logging On or Have Questions?
ontact your Allianz Glabal Investors IT Help Desk
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You will then be taken to the Outlook Web Access login page.

m Office Outlook Web Access

Security { shew explanation )

B Use Qutiock Web Access Light

Diomain\user name: I8 bl

% Connected to Microsaft Exchange
B 2007 Microsoft Corporation, A1l nights reserved,

This is a public or shared computer.

o0 Select this option if you use Outlook Web Access on a public computer.

Be sure to log off when you have finished using Outlook Web Access and
close all windows to end your session.

This is a private computer.

o Select this option if you are the only person who uses this computer. Your
server will allow a longer period of inactivity before logging you off.

Use Outlook Web Access Light.

o0 The Light client provides fewer features and is sometimes faster. Use the
Light client if you are on a slow connection or using a computer with
unusually strict browser security settings. If you are using a browser other
than Internet Explorer, you can only use the Light client.
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Domain\user name:
o Enter “US1\username”, where “US1” is the domain hame and “username”
is the login you use for your AGI computer or email
Password:
o Enter the password you use to login to your computer or your AGI email

After entering your user ID and password, click “Log On”

On your first log in you will be asked to specify your time zone. Be sure to set
your current time zone so that your emails have the correct time on them:

Office Outlook Web Access

Language: English {United States)

Current time zone:

(GMT-08:00) Pacific Time (U5 & Canada)
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A web-based version of Microsoft Outlook will appear.

& Hookim, Dave - Outlook Web Access - Windows Internet Explorer

(] https: jouticciany allaragius.comoi-)
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3.0verview of Remote Access

With Remote Access you will be able to access the following services via the
Internet from anywhere.

You will be able to access your desktop and see all of your applications, documents,
drive mappings and shortcuts just as if you were sitting at your desk.

Minimum Requirements:

Windows XP or newer

Internet Explorer 6.0 with service pack 1 or above

Internet Access (Cable, DSL or other High-speed Connection)

RSA SecurID key fob or RSA softkey for Blackberry and Windows Mobile
Devices:

© O 0O
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4. Getting Started with Remote Desktop Access

In order for us to provide you with secure access to your desktop we must use
two-factor authentication.

Two-factor authentication is based on something you know (a password or PIN)
and something you have on an authenticator (RSA Secured)—providing a much
more reliable level of user authentication than reusable passwords.

Obtaining your RSA SecurlD

With approval from your manger, contact the Help Desk and request Remote
Desktop Access.

Establishing your PIN
This procedure will help you create a PIN to be used for authenticating to the
Remote Access portal.

In your web browser enter the following address:
http://remote.allianzgi-us.com/

Click on the _ Remote Access |, o
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QUICK LINKS

AGI Live Meeting Manager
Benefits Website
HR Self-service
Payroll Workcenter
Employee Remote Acccess
the A]h;nz Global Investors Employee R
0

ree. (User Guide)

T
Qutlook Web Remote Access
>Login Required >Login and SecurlD required

Remote Access FAQ

& What are the requirements for remotely accessing my deskion?

4 What Citrx clientversion does the system require?

5 Dol need to make any changes in my home firewall?

How secure is the connection?

Gan | use Windows Vista or Windows 7 to access my desktop?

Can | use my Mac to access my deskiop?

Gan | use "Your Desktop” to access my laptop?

What do | do if| get an IE7 or IE8 Security Waming?

Scheduled Haintenance: Remote Access and Email may not be available on
Sundays

Having Trouble Lo
tact your Allianz

g On or Have Questions?
Investors IT Help Desk
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You will then be brought to the Welcome Screen:
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Welcome to your remote access portal.

This site is for Allianz Global Investors employees and authorized parties only, and unauthorized access is strictly
prohibited. You will need your user ID, password and a SecurID security device to enter.

If you need immediate assistance please contact the Help Desk at (877) 999-2911 and follow the prompts to be connected to a technician.

Username |
Password

Passcode

Domain

Enter the information as outlined below:

User name - Enter your network login ID.

Password - Enter your network password.

PASSCODE: Enter the 6 numbers showing on the front of the
keyfob provided to you by the Help Desk.

Domain — Select the same domain you log into from the office
(US1 or SFO1)

Click on the button.
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You will then be prompted to set a Passcode for your Secured:

(&) New PIN Required

You must create a new Personal Identification Mumber (PIN) before you can sign in. Your PIN should be 4 to & characters long.
MNew PIN:

Confirm PIN:

 Be sure to remember your PIN, because you need it to sign in,
* If you decde notto craste 2 new PIN now, dick Caneel,

Enter your new PIN in each field. PLEASE NOTE: Your PIN must be
between 4 and 8 characters and can be alpha, numeric, or any
combination of either. Click “OK”. You will NOT be required to change
this PIN — it is like your bank ATM PIN.

After your PIN has been created you will be returned to the Welcome
Screen.

Allianz @)

Global Investors

Welcome to your remote access portal.

You will need your user ID, password and key fob to enter, This site is for Allianz Global Investors employees and authorized
parties only, and unauthorized access is strictly prohibited.

If you need assistance please email the Help Desk {Helpdesk@allianzgi-us.com), or call our helpdesk at (877) 999-2911 and
follow the prompts if this is outside normal support hours.

Your new PIN has been saved. Be sure to remember your PIN, because you need it each time you sign in. To continue logging in, please
wait for the code on your SecurlD token to change and then enter your NEW PIN fallowed by the SecurlD token code.

Username
Password

Passcode
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Take notice of the alert in the Message Center:

Your new PIN has been saved. Be sure to remember your PIN, because you need it each time you signin. To continue logging in, please
wait for the code on your SecurlD token to change and then enter your NEW PIN followed by the SecurlD token code.

At this point you are ready to use the Remote Access portal.
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Logging into the Remote Access

In your web browser enter the following address:
http://remote.allianzgi-us.com/

Remote Access

Click on the icon.

Outlook Web Remote Access.

>Login Required >Login and SecurlD required

Remote Access FAQ

® What are the requirements for remotely accessing my deskiop?

# What Cilrix client version does the system require?

* Dol needto make any changes in my home firewall?

* How secure is the connection?

# Can | use Windows Vista or Windows 7 to access my deskiop?

® Canluse myMacto access my deskiop?

[ Can | use “Your Desktop® to access mylaptop?

£ What do | doifl get an IE7 or IE8 Security Warning?

# Scheduled Maintenance: Remote Access and Email may not be available on
Sundays

Having Trouble Logging On or Have Questions?
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You will then be brought to the Remote Access login screen:

Enter the information as outlined below:

User name - Enter your network login ID.

Password - Enter your network password.

PASSCODE: Enter the 6 numbers showing on the front of the
keyfob provided to you by the Help Desk.

Domain — Select the same domain you log into from the office
(US1, SFO1)

Click on the button.
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During the login process, you see the following page:

During this time our Host Checker service is determining if your computer is an AGI
issued laptop or a personal computer.

After logging in you will be brought to the Remote Access Portal home page:
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- Welcome Section
o This section lists your workstation or laptop name.

- Web Bookmarks
o From this section you can change your network password or browse
the AGI Intranet page.

- Terminal Sessions
o This section is where you launch your remote desktop sessions.

- Files Section
o This section allows you to remotely access files located on the AGI
network drives.

- Client Application Sessions Section
o Allows AGI issued devices to access system resources over a Virtual
Private Networking session (VPN). This section is only available to AGI
issued laptops.
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Remote Desktop Access

You can access your workstation in the office remotely by clicking the My
Computer link under the Terminal Sessions section on the remote access
homepage.

- During the connection process, your browser will prompt you to install an
ActiveX control. Click the following on all prompts to install the ActiveX control.

N\

e
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N

After the ActiveX installation is complete, you will be brought to your remote desktop
login screen.
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Setting up Bookmarks for other Terminal Sessions

Setting up a Terminal Session allows you create bookmarked links to other
network resources you connect to in the office.

- In the Terminal Sessions section of the Remote Access Portal home page, click
on the computer button in the upper right hand corner of the section.

AN

You will be brought to the Add a Terminal Services Session home page.
Perform the following configurations for each section:

Page 20 of 34 pages
Please contact the Help Desk at x2911 or 877.999.2911 with any questions.



Please contact the Help Desk at
x2911 or 877.999.2911 with any
questions.

Terminal Services Session:

Enter the following information in the top section

Session Type — Select Windows Terminal Services

Bookmark Name — This will be the name that appears for the bookmark on the
portal page. Choose something that best describes the connection such as your
machine name.

Description — Leave blank.

Settings:

Enter the following information in the Settings section

Host — Enter your machine name using the complete name. This would be of
the following format.

<machine name>.usl.1corp.org
Example: w-sf-abc-6y74r.1corp.org
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Client Port — Leave blank
Server Port — Leave blank
Screen Size — Choose Full Screen or your preferred size. Full Screen is

suggested.
Color Depth — Select 32-bit
Session:

Enter your username in the Username field.
Leave the rest of the settings in this section blank.

Connect Devices:

Select the setting to Bring sound to the local computer.

Display Settings:

Check in all settings in the Display Settings section.
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Add Terminal Services Session:

Click Add to save your Terminal Session settings.

N

Once the bookmark has been saved, you can access the bookmark in your
Terminal Server section

\
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Accessing Files stored on the Network

From the Files section of the Remote Access home page, you can access the files
from the network drives you have access to in the office.

In the files section you will see a My Documents link, this will provide you access to
your home directory (H:\ drive). Links to additional drives will be subject to your level
of access on the network.

Accessing files

Click on link of the drive you wish to access and a list of all the files and
folders in that drive will be listed

/
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Once you locate the file you want to access, click on the link of the file to
open it. Please note, clicking save on the file will not save any updates
made to the document back to the network. If you need to edit a file, save
a copy of it on the computer you are using and upload the updated file
back to the network (see below for instructions on how to save a file to the
network).
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Saving a file to the network.

If you would like to save a new file or save a file you were working on
browse to the directory you wish to save it to on the Remote Access home
page and click the Upload Files button.

\
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Click Browse to locate the file on the computer you want to upload.

—

Once you have located the file, double click on the file and the location will
show up in Files field.
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If you wish to upload more files, repeat the steps for each line.
You can rename the file in the Save As field

/

When you are ready to save the file to the network, click the Upload
button. A progress window will show up and notify you when the upload is
complete.
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Click close when the upload is complete.
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You will now see a copy of your renamed file in the folder you uploaded it
to.

If you upload a file with the same name of an existing file on the network,
the system will automatically rename the uploaded file with a different
name. You will see the following notification with the new file name after

the upload.
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5. Network Connect

Using an AGI issued laptop, you can establish a Virtual Private Networking (VPN)
session to access the company’s network directly from the laptop.

Using Network Connect
From the Remote Access home page, go to the Client Application
Sessions section.

Click Start
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You will then see the following webpage.

During this time the Network Connect client is being installed on the
laptop. If you receive any messages asking for permission to install or
configure software, click Yes or Always.

Once you are connected to Network Connect the webpage will go back to
the Remote Access home page. You will see the following icon in your

system tray. /

If you see this icon, you have successfully established a VPN connection
to our network.
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If you wish to log out of Network Connect, right click on the system tray
icon and click sign out.

/

After the first time logging into Network Connect, you will be able to setup VPN
access without going through the Remote Access link on the
http://remote.allianzgi-us.com website.

In the Start Menu go to Programs -> Juniper Networks -> Network
Connect 6.5.0 and click on the Network Connect icon.
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You will be brought to the login screen for the remote access portal.

Enter your UserID, Password and SecurlD info and click Sign In.

Network Connect will automatically launch and establish a VPN
connection.
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